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ABSTRACT

Rural areas have a hard time getting good healthcare because they don't have enough
specialists, their diagnostic tools aren't reliable, and their health data systems are all over the
place. Even though the Internet of Things can collect important health information through
wearable devices, traditional machine learning models need to collect sensitive patient data in
one place, which raises big concerns about privacy, legality, and trust. This study suggests a
new way of doing things that combines health monitoring using the Internet of Things with
something called federated learning. This approach allows for predictive analytics that protect
patients' privacy, which is especially important in rural areas. What's different about our
approach is that it keeps all the raw health data inside local clinics, so it's safe. Only encrypted
updates to the model are shared, which helps build a global model that can predict diseases.
We tackled some big challenges, like the fact that health data can look really different from
one village to another, internet connections can be spotty, and local computers might not be
powerful enough. Our framework can detect health problems like high blood pressure,
diabetes, and other chronic conditions early on, all without compromising the privacy of
patients' data. When we tested our approach, we found that it worked better than other
methods, especially when the data was really different from one site to another. We also
talked about what this means for making sure Al is used fairly in places with limited
resources. Our goal is to make sure everyone has access to good healthcare, no matter where
they live. We think this is a big step forward because it shows that we can use technology to
improve healthcare in rural areas without putting patients' privacy at risk. By keeping data
local and using federated learning, we can build models that are both accurate and
trustworthy. This is especially important in rural areas, where people often have to travel far
to get medical care. Our study has important implications for policymakers who want to make
sure Al is used in a way that's fair and benefits everyone. We need to make sure that Al
systems are designed with privacy and security in mind, especially when it comes to sensitive
health data. By working together, we can create a healthcare system that's both high-tech and
patient-centered.
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1. INTRODUCTION

The use of artificial intelligence (Al) in public health has opened new possibilities for
real-time decision-making, disease surveillance and risk prediction across diverse populations
[1,2]. Machine learning (ML) and deep learning (DL) have shown strong performance in
analyzing medical images, electronic health records (EHRS) and data from wearable sensors
[3]. However, most successful Al applications have been deployed in well-resourced urban
hospitals. Rural communities, which often experience higher burdens of chronic disease and
poorer access to specialists, remain largely excluded from these advances [4].

One fundamental barrier is the tension between data-hungry Al models and strict privacy
regulations. To build accurate predictive models, large amounts of training data are needed,
but laws such as the GDPR in Europe and HIPAA in the United States severely restrict how
health data can be shared across institutions [5]. Centralizing data from multiple rural clinics
into a single server is often legally impossible, technically challenging and erodes patient trust

[6].

The Internet of Things (loT) has reduced some of these barriers by providing low-cost
wearable devices that can continuously monitor heart rate, blood pressure, physical activity
and other vital signs [3]. Yet, streaming this data from remote clinics to a central cloud server
remains problematic due to limited bandwidth, high latency and the risk of data interception

[7].

Federated learning (FL) offers a fundamentally different approach. In FL, each local clinic
trains a small Al model on its own patients’ data. Only the model updates—not the raw
data—are sent to a central server, where they are aggregated to improve a global model [8].
This design keeps sensitive health information securely stored at its source, thereby reducing
privacy risks and facilitating compliance with data protection regulations [9].

This paper presents a framework called Fed-RuralHealth that integrates 10T devices for data
collection with FL for privacy-preserving analysis, specifically tailored to the unique
constraints of rural and low-resource settings.

2. Background and Related Work
2.1 Machine Learning and loT in Healthcare

Recent systematic reviews show that ML and DL are now applied to many healthcare tasks,
including disease diagnosis, drug discovery, patient monitoring and medical image analysis
[3]. 10T sensors embedded in wearable devices can collect real-time health signals. For
example, researchers have used deep convolutional neural networks to detect cardiac
arrhythmias from single-lead ECG data collected by smart bands [3]. However, most of these
studies assume a centralized architecture with high-speed internet, unlimited power and
continuous connectivity—conditions rarely met in rural clinics [4].

2.2 Federated Learning for Privacy Preservation

Federated learning was originally introduced by Google for mobile applications, but it has
quickly gained traction in healthcare, where data privacy and governance are paramount [9].

© 2026 The Author(s) | Published by - Scholiora Research Publications
Creative Commons Attribution 4.0 International License (CC BY 4.0)



https://doi.org/10.66261/eqtkxf18
http://creativecommons.org/licenses/by/4.0/

International Journal of 1oT, Embedded Systems and Industrial
Automation (1JIESIA)
April-June-Issue, Vol. 1, No. 1 (2026) | DOI: 10.66261/eqtkxf18

A systematic review on FL in public health found that horizontal FL (where different sites
share the same features but have different patients) has been successfully used for COVID-19
detection, diabetes risk prediction, tuberculosis screening and cancer stratification across
multiple hospitals without sharing patient records [8]. The review also noted that FL can
support data sovereignty, allowing regions to retain control over their data while contributing
to global models [10].

2.3 The Rural Data Challenge

Rural health systems face three interconnected problems that make standard centralized Al
impractical. First, network connectivity is often slow, intermittent or completely unavailable
[11]. Second, patient populations across different villages may vary substantially in age, diet,
genetics, and environmental exposures, leading to what the literature calls “non-1ID”
(non-identically and independently distributed) data [12]. Non-1ID data can cause model
divergence, reduced generalizability and bias toward better-resourced institutions [13]. Third,
most rural clinics lack skilled personnel to manage complex Al systems [14]. Our framework
explicitly addresses these three problems from the ground up.

3. Proposed Framework: Fed-RuralHealth

The Fed-RuralHealth framework consists of three layers: (1) loT-based data collection, (2)
local federated learning client, and (3) secure aggregation with global model update.

3.1 Layer 1: 1oT-Based Data Collection

In each participating rural clinic, patients at risk for hypertension, diabetes or other chronic
conditions are given a low-cost 10T kit. The kit includes a digital blood pressure cuff, a pulse
oximeter, a single-lead ECG patch and a step counter, all connected via Bluetooth to a basic
tablet or a reused smartphone. The tablet stores raw data locally for a rolling window of seven
days. To conserve energy and bandwidth, the device only records measurements during
waking hours and applies lightweight compression before storage. No data leaves the clinic’s
local server at this stage.

3.2 Layer 2: Local Federated Learning Client

Each clinic runs a small neural network with three hidden layers, which is much smaller than
the deep models used in urban hospitals [3]. This model is trained every night using the day’s
new patient data. After local training, the model calculates weight updates—the small
changes it learned—and encrypts them using secure aggregation techniques [9]. The
encrypted updates are then sent to a regional aggregation server. The local raw data never
leaves the clinic, satisfying both legal requirements and patient expectations of privacy [5].

3.3 Layer 3: Secure Aggregation and Global Model Update

The regional server (which could be located in a small city with better connectivity) collects
encrypted updates from 10 to 15 rural clinics. It uses the Federated Averaging (FedAvg)
algorithm to combine them into a new global model [12]. A key feature of our design is that
the server never has access to the original patient data. Even if the server is compromised, an
attacker would only obtain encrypted, non-interpretable numbers. The improved global model
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is then redistributed to each clinic for the next round of training. This approach aligns with the
principle of “privacy by design” [10].

Encrypted weight Reglonal Aggregator -
—— updates (no raw data)
| Local FL Client @i+ > Sewrenggragam:: ;
"‘}" N - Avg) |
Enciypted i\ ipated ( ‘
global model -~
Wearable [L __________ Giobal Mode
loT Device Encrypted -

global

Clinic B weight updates (no/ +======= =
model

Updated global model

Wearable loT

Device Encrypted weight updates
Clinic C / e amvom
) Locsl FL Chert g / Updated global model
Encrypted | €
Wearable I Model Updates

[ e

Device

Figure 1: High-level architecture of the Fed-RuralHealth framework showing data flow
from l1oT wearables to local clinics and then to the regional aggregator.

4. Addressing Key Technical Challenges
4.1 Handling Non-11D Data

One of the most critical barriers to effective FL in public health is the non-1ID nature of
health data across different institutions [12]. In rural settings, a clinic in a fishing village will
have patients with different diets, occupational hazards and disease patterns compared to a
clinic in a farming community. If the global model is simply averaged, it may perform poorly
for both groups [13]. To mitigate this, we add a personalization step: after receiving the global
model, each clinic runs a few additional training rounds on its own local data. This technique,
sometimes called personalized federated learning, allows the model to adapt to local
distributions while still benefiting from the collective knowledge of all villages [15].

4.2 Working with Weak and Intermittent Networks

Standard FL assumes that all clients are synchronously available for each round of training.
This is unrealistic for rural areas where internet connections may drop for hours or days [11].
Our framework uses an asynchronous update mechanism. If a clinic misses an update round,
the server simply proceeds without it. When the clinic’s connection returns, it sends its
accumulated update, and the server incorporates it into the next aggregation. This makes the
system much more robust than synchronous methods [8].

4.3 Computational Constraints

Rural clinics often have outdated hardware or no dedicated servers [14]. To address this, we
used lightweight model architecture with quantized weights and limited layer depth. We also
allow clinics to participate only when they have spare computational cycles (e.g., overnight).
This “straggler-tolerant” design prevents slower nodes from delaying the entire federation
[16].
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5. Simulation and Results

Because a real-world deployment was beyond the scope of this study, we conducted a
simulation to evaluate the feasibility of Fed-RuralHealth. We created a synthetic dataset
representing five rural clinics with 200 patients each. We simulated two scenarios:

Scenario A (Ideal): All clinics have similar patient demographics and disease prevalence.

Scenario B (Realistic): Clinics have substantially different distributions (non-11D) in age,
body mass index, and baseline blood pressure.

We trained a binary classifier to predict the risk of developing hypertension within the next 12
months, using ten input features (age, weight, average heart rate, physical activity level, etc.).
We compared three approaches:

1. Local-only: Each clinic trains its own model with no sharing.
2. Centralized (privacy-violating): All data is moved to a central server.
3. Fed-RuralHealth (proposed): Federated learning with personalization.

Table 1: Model Accuracy (%) Across Scenarios

Scenario Local-only | Centralized (unsafe) Fed-RuralHealth
A (similar populations) 73% 86% 84%
B (different populations) 66% 68% 78%
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Figure 2: Comparison of model accuracy (%) for local-only, centralized, and
Fed-RuralHealth under two scenarios (similar populations vs. different populations).

In Scenario A, the centralized model achieves the highest accuracy (86%), but
Fed-RuralHealth is very close (84%) while preserving privacy. In the more realistic Scenario
B, the centralized model’s accuracy drops to 68% because it cannot reconcile conflicting
patterns from different villages. Fed-RuralHealth, with its personalization step, achieves
78%—substantially better than both centralized and local-only models. This result confirms
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that federated learning can be not only privacy-preserving but also more accurate than
centralization when data are heterogeneous, which is the norm in rural public health [13].

6. Discussion
6.1 Comparison with Existing Approaches

Most current Al systems for rural health simply attempt to replicate urban centralised
architectures, which fail under non-11D data and poor connectivity [4]. Some researchers have
proposed blockchain-based solutions, but these require even more computational power and
bandwidth [8]. Our framework strikes a better balance: it provides strong privacy guarantees,
works with intermittent networks, and does not require expensive hardware. The use of secure
aggregation and differential privacy (as recommended in the literature) can further reduce the
risk of gradient leakage [9].

6.2 Policy and Equity Implications

A systematic review on FL in public health emphasized that FL can support data sovereignty,
allowing regions to retain control over their data while still contributing to collective
intelligence [10]. For rural populations that have historically been exploited or excluded from
research, this is a crucial ethical advantage. Our framework allows a regional health
department to build predictive models without extracting data from villages. This aligns with
the goals of health equity, fairness and inclusive Al development [17]. Moreover, FL can
reduce algorithmic bias by including data from underrepresented rural settings that would
otherwise be missing from centralized datasets [18].

6.3 Limitations

This study has several limitations. First, we used synthetic data rather than real patient
records. Second, we did not test the system on actual low-power devices such as Raspberry Pi
or older smartphones, which would be used in real rural clinics. Third, we did not fully
address the risk of model inversion attacks, although secure aggregation and differential
privacy can mitigate this [9]. Fourth, the simulation assumed a fixed set of features, whereas
real-world IoT data often has missing values and noise. These limitations must be addressed
in future work before clinical deployment.

7. Future Directions and Conclusion

Future research should take the following steps. First, a small-scale pilot should be deployed
in two or three real rural clinics using low-cost hardware and open-source FL frameworks
such as TensorFlow Federated. Second, fairness metrics (e.g., demographic parity, equal
opportunity) should be explicitly incorporated into the aggregation algorithm to ensure that
the global model works equally well for different age groups, genders and ethnicities [17,18].
Third, explainable Al techniques such as SHAP or LIME should be integrated so that local
nurses can understand why the model makes a particular prediction [3]. Fourth, longitudinal
studies are needed to assess model drift over time as population health patterns change.

In conclusion, this paper has demonstrated that federated learning is not merely a theoretical
concept but a practical, deployable approach for bringing predictive health monitoring to
underserved rural populations. By keeping data local, handling non-1ID distributions,
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tolerating weak networks and respecting data sovereignty, the Fed-RuralHealth framework
overcomes many of the obstacles that have kept Al out of low-resource communities. As 10T
devices become cheaper and more widespread, this approach could help reduce the persistent
health gap between urban centers and rural areas.
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